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SECURITY SOLUTIONS
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LC&J is an established, mature WOSB that has skillfully architected and integrated numerous
solutions for Homeland Security Presidential Directive, HSPD12, Executive Order 1408
Improving the Nation's Cybersecurity requiring federal civilian agencies to establish plans to
drive adoption of Zero Trust Architecture. LC&J has designed and implemented solutions
related to Enterprise Identity and Access Management (IAM) such as Federation, Zero Trust
Frameworks, Credentialing, and preforming Risk Assessments, Governance. LC&J tailors our
offerings to our clients’ needs. We can identify and drive an ICAM solution, but also have
the hands-on knowledge to physically design and build a solution ourselves. This flexibility
and expertise are what sets LC&J apart from our competitors. LC&J is a well versed member
in several federal and commercial identity communities and working groups. (NIST, FIDO
Alliance, Woman in Identity)

LC&J has and continues to architect and design solutions compliant with the OMB mandates
and aligned NIST and FIPS guidance particularly round the identity pillar of Zero Trust for
Cloud Encryption, Public Key Infrastructure (PKI), and Identity Credential Access Management
(ICAM), that are successfully sustained in the federal government today. LC&J can provide
you with additional expertise in the Program Management of ICAM/Zero Trust. LC&J can
support at any stage of your identity security journey from analysis, buy, build, deployment,
integration, training, and sustainment. We work directly with clients to analyze their current
infrastructure, perform gap analysis, and design solutions for the Enterprise. LC&J will

leverage current investments where applicable and choose the right products and tools CAGE: 7NDO03 | DUNS: 073895201 | UEI: RTM3A1FN4DY4

to close security gaps. A main differentiator of LC&J service offerings is defined information
security and technology ICAM/Zero Trust Architecture roadmaps as a result to maturing CompO ny SnOpShOt
1 Gov. Business POC: Lisa Palma
Core CompetenC|eS . Phone: (202) 492-1097

agency portfolios and federal auditable metrics.
= E-Mail: lisa@Icjss.com

Experts in Enterprise Identity Credential and Access Management (IAM) Engineering © Address: 2461 Eisenhower Ave Suite 65, Alexandria, VA 22314
& Design, Policy and Governance, and Implementation and Sustainment. Work Area: Worldwide ! !
v’ 25 years’ experience in Federal, Civilian and Private sector Cybersecurity, Identity Socio-Economic Status:
v cl\:llanr:?;;nent programs. . . . v" Woman-Owned Small Business
g Services that provide guidance and solutions for the Department v Women Business Enterprise Council
of Homeland Securities Continuous Diagnostics and Mitigation (CDM) Program . P
and Federal ICAM (FICAM). v FIDO Alliance Member
v NIST Risk Assessments and Mitigation Plans tailored to an organization's
risk management approach. pO St pe rfO rmO ﬂce
v’ Zero Trust Architecture, Shifting privileged access management to Zero Trust
Architecture. Department of State Public Affairs
Contracting Office: Acquisitions - AQM Momentum
= Award ID: SAQMMA16M1345
FPDS.Gov Link: View Contracting History
Job Detail: The objective of this Statement of Work (SoW) is to drive
Public Affairs through the design, deployment, operations, and maturation
of PKI that will serve as a cornerstone for compliance with various
government regulations such as Homeland Security Presidential Directive 12
(HSPD-12) and Federal Information Process Standards (FIPS).
v Analyze and design Overseas Enterprise ICAM Life Cycle Management Framework that Chenega Security International, LLC/USAID
has produced results in 100% compliance for logical access identity management for our Location: Chantilly, VA | Date: 07/06/2016
overseas staff. Job Detail: Mature the United States Agency for Internal Development

v’ Technical expertise engineering and implementing an organizations Non-Personal Entity (USAID) HSPD12 Identity Solutions USAID’s by implementing OMB-ICAM
(NPE) Solution that has and remains an industry example of best practices. M-19-17, OMB 22-09 leveraging the Guidelines of NIST 800-63-3 Digital

v Member of Federal Policy and Workgroups that are key to the development and policy Identity Guidelines and other NIST Identity Special Publications. Task
oversight. Areas include the following Multi-Factor Authentication, ICAM Integration

v’ Training, mentoring, and organizational change management experience that ensures Support for Enterprise Systems, Encryption, ICAM Project Management,
the success and sustainability of an implemented solution. Enterprise ICAM Governance, Technical Assessment and Design, ICAM

v' Client First, product agnostic, driven results measured by cyber-security metrics. Integration Support for Enterprise Systems, RBAC, ABAC, Rde ATT BC.

I:) rl m O ry N A' C S 8 I:) SC C O d e S _— fs:;r;igoit:r:i:z;gizgza/:::gk:echnologies, LLC/Peace Corps

Job Detail: The IJAM contract was the first step in covering planning,
design, deployment, training, and operational effort related to the
maturation of Peace Corps current Identity Solutions (PKI, IAM). Thus, the
contractor will be responsible for the development and maintenance of an

541511 - Custom Computer Programming Services

541512 - Computer Systems Design Services

541519 - Other Computer Related Services

541611 - Administrative Mgmt & General Mgmt. Consulting Services

541613 - Marketing Consulting Services IdAM roadmap, development of architectural design, performing required
AD24 - Research & Development - Defense Other: Services (Engineering Development) engineering services, and expert consultant with implementing overarching
R413 - Support - Professional: Specifications Development PIV lifecycle management policy.
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